
 

Cyber Security Policy Enforcement Criteria 

 

To ensure the consistent, fair, and proportionate enforcement of the Acceptable Use Policy and 
Information Security Policy, the university must set consistent boundaries for how and when our 
information security and acceptable use policies are enforced.  By being consistent and fair, we will be 
better equipped to protect the University's IT infrastructure, systems, and data and maintain a safe and 
productive learning and working environments for all users. 

 

Criteria for enforcement: 

When considering whether to enforce the information security or acceptable use policies, the Chief 
Information Security Officer will consider the following factors:  

 

• Severity of the violation: The severity of the violation will be assessed based on the potential 
impact on the University's IT infrastructure, systems, and data, as well as the potential harm to 
individuals or the University's reputation. 

• Intent: The intent of the user will be considered when assessing the violation. Unintentional 
violations will typically be treated less severely than intentional or malicious violations. 

• Frequency: Repeat violations, even if minor, may result in escalated enforcement actions. 

• Cooperation: The user's cooperation with the investigation and their willingness to take 
corrective action will be taken into account. 

• Mitigating circumstances: Any mitigating circumstances surrounding the violation will be 
considered, such as the user's knowledge of the policies or any relevant personal 
circumstances. 

Enforcement Matrix 

When considering enforcement, there is a range of action that could be taken, however we must be 
mindful that action should be proportionate. While the below matrix can be used as a guide, there may 
be edge cases. The context of the contravention may influence the level of the enforcement.  

 

 

Violation 
Advice 
Only 

Warning of 
Disciplinary 
Action for a 
Repeat Offence 

Recommended 
Disciplinary Action is 
Undertaken 

Potential for 
Gross 
Misconduct 

Sharing account details with 
internal staff of students   ✓   

Sharing account details with 
external third parties 

  ✓  

Impersonating another user 
(Context Dependent)   ✓ ✓  



 

Creating shared accounts without 
authorisation.     ✓  

Attempting to damage or 
reconfigure equipment without 
permission.  

  ✓  

Setting up servers or services 
without authorisation.    ✓  

Introducing malware or Adware 

(Deliberate introduction would be 
gross misconduct)   

  ✓ ✓ 

Disrupting/circumventing security 
measures  

(Deliberate disruption to 
introduce malware would be 
gross misconduct) 

  ✓ ✓ 

Accessing or modifying another 
user's data without authorisation  

(Unauthorised access to personal 
data is a criminal offence under 
the Data Protection Act 2018 and 
should be considered  as gross 
misconduct) 

  ✓ ✓ 

Creating, downloading, storing, or 
transmitting unlawful or offensive 
material.  

  ✓ ✓ 

Forwarding UEL emails to 
personal accounts. 

(Context depending on what is 
forwarded and why)  

✓ ✓ ✓  

Using UEL IT systems for 
harassment or discrimination    ✓ ✓ 

Sending spam    ✓  

Visiting websites with obscene or 
illegal content   ✓   

Using shared accounts for illicit 
purposes    ✓ ✓ 

Hiding identity using non-UEL VPN 
or TOR browser    ✓ ✓ 



 

Attempting to phish other 
individuals or groups    ✓ ✓ 

   

Note: This enforcement matrix is not exhaustive and other violations of the Acceptable Use Policy and 
Information Security Policy may be subject to disciplinary action. The Chief Information Security Officer 
(CISO) has the final authority on the interpretation and the recommended enforcement of these policies. 
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